FIU IRB DATA MANAGEMENT/SECURITY

The following list of security tips are recommended to help manage and protect confidential human subject
data. For specific information regarding computer security, please consult with the University Technology
Services (UTS) at Florida International University (FIU). UTS can be reached at the following web page:

http://uts.fiu.edu/index.cfm?action=contact.

Computer Security

Make regular back-ups of critical data

Lock your workstation and go offline when not in use
Turn your computers off when you leave for the day
Use virus and spyware/adware protection software
Use a software and/or hardware firewall

Use an uninterruptible power supply (UPS)

Regularly download software security patches

Password Management

The longer the better

Should be changed every 3 months

Should not be found in any dictionary in any language
Never write them down or share them with anyone

Use alphanumeric characters

Misspell woords & add speshul ch@ract3rs

Easy to remember phrases can equal complicated passwords

Physical Security

Keep confidential documents off your desk

Do not share your access

Take note of strangers in your area

Use laptop locking devices

Keep a record of make, model, serial number
Do not store laptops in your automobile

Store confidential data in a water/fire proof safe

Internet Data Collection Security

IP addresses can identify an individual’s computer

Use a sophisticated website script that prevents people from abusing and
spamming your online data collection

Email is not a secure method of data collection. If you must use email, you
should use “encrypted” email (e.g., PGP encryption).

Internet Web Server Concerns

Is SSL utilized to secure the transmission of data?

What security measures are in place to protect the stored data? Is the data
routinely backed up?

What does the company do with the information gathered from visitors? How
long are log files kept?

What does the organization do with the data at the end of the research
project?

What are their privacy and confidentiality policies?
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Types of Confidential Information

Financial information

Medical information

Personal information (e.g., SSN, birthdates, etc)
Academic records (e.g., grades, evaluations, etc)
Identifiable human subject research

Industry secrets and defense research
Patentable research

Protecting Confidential Data

Use encryption to protect confidential files
= Windows XP Professional has the Encrypting File System (EFS)
= Third party programs can offer high levels of encryption (e.g., AES,
Blowfish, 3DES, etc.)
Store all critical information on removable media with encryption
Keep confidential files off of network drives
Remove identifiers and randomly code confidential data (e.g., human subjects
data)

Disposal of Confidential Data

Cross-cut shredders are better than strip-cut shredders to destroy paper-
based confidential data.

Data ARE NOT completely deleted off of your hard drive when you click the
delete button, empty the recycle bin, or reformat the hard drive on your
computer.

Data should be securely deleted from your hard drive by using a data erasing
software program that is designed to completely remove sensitive data.
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FREE SECURITY PROGRAMS

The following free programs are alternatives to paid software applications. However, they are not
supported by Florida International University (FIU), so they are to be used at your own risk. FIU is not
responsible for any loss or damage (including but not limited to any damage to any computer system,
software, or data) as a result of using these programs. Please review the license agreement for each
software application prior to installing it on your computer.

Anti-Virus

= AVG Antivirus Free Edition: http://free.grisoft.com/freeweb.php/doc/2/
= Avast! 4 Home Edition: http://www.avast.com/eng/avast 4 home.html
= AntiVir Personal Edition Classic: http://www.free-av.com/

Adware/Spyware Remover

=  Windows Defender:
http://www.microsoft.com/athome/security/spyware/software/

= Ad-Aware SE Personal: http://www.lavasoftusa.com/software/adaware/

= Spybot Search & Destroy: http://www.safer-networking.org/en/index.html

Firewall

= ZoneAlarm:
http://www.zonelabs.com/store/content/catalog/products/sku list za.jsp

= Kerio Personal: http://www.sunbelt-software.com/Kerio.cfm

File Archiver/Zip Utility
« IZArc: http://www.izarc.org/download.html
= 7-Zip: http://www.7-zip.org

Folder Synchronization Backup Utility
= SyncBack: http://www.2brightsparks.com/downloads.html
= Replicator: http://www.karenware.com/powertools/ptreplicator.asp

Temp File Cleaner
» IE Privacy Keeper: http://browsertools.net/IE-Privacy-Keeper/index.html
= CCleaner: http://www.ccleaner.com

Secure File Erase Utility
= Eraser: http://www.heidi.ie/eraser

Secure Drive Erase Utility
= Darik's Boot and Nuke: http://dban.sourceforge.net

Secure File Encryption Utility
= AxCrypt: http://axcrypt.sourceforge.net

Secure Drive Encryption Utility
= TrueCrypt: http://www.truecrypt.org

Password Manager
» KeePass: http://keepass.sourceforge.net/features.php
«  KeyWallet: http://www.keywallet.com
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